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Abstract001

Agents with tool calling are vulnerable to In-002
direct Prompt Injection, where malicious in-003
structions embedded in untrusted data hijack004
the model’s control flow. Instead of relying on005
external supervision or extensive adversarial006
training, we propose Oracle-Guided Self At-007
tention Alignment in this work. Our method008
leverages the model’s own behavior under "Ora-009
cle Conditions"—where malicious instructions010
are masked—as the ground truth. By forcing011
the model’s attention patterns on corrupted data012
to mimic this oracle state, we effectively teach013
the model to ignore the indirect prompt injec-014
tions.015

1 Introduction016

The rise of Agentic AI allows LLMs to use tools,017

but introduces Indirect Prompt Injection (IPI): ad-018

versaries embedding malicious instructions in re-019

trieved data to hijack control flow. Current de-020

fenses fall into three main categories: (1) Prompt-021

based methods (Hines et al., 2024; Schulhoff), cost-022

effective but fragile against adaptive attacks; (2)023

Architecture-based methods (Wu et al., 2024; Liu024

et al., 2025), which physically segregate data but in-025

cur high deployment costs; and (3) Tuning-based026

methods (Chen et al., 2025a,b), utilizing adversar-027

ial training or latent interventions.028

Within tuning, Representation Engineering029

(RepE) approaches (Hung et al., 2025; Zhang et al.,030

2024; Shi et al., 2025) typically focus on boost-031

ing attention to user instructions. However, we032

argue this overlooks a more robust path: leverag-033

ing the model’s intrinsic capacity to ignore noise.034

We propose a paradigm shift to Oracle-Guided035

Self Attention Alignment. Instead of externally036

suppressing signals, we guide the model to restore037

its native attention dynamics—using its behavior038

under safe, clean conditions (the "Oracle" state) as039

the ground truth.040

Our framework comprises two key contributions:041

• Signal-Based Head Identification: We employ 042

Signal Detection Theory (Macmillan, 2002) on 043

clean data to pinpoint "instructional heads" spe- 044

cific to command fetching, avoiding the noise of 045

adversarial gradients. 046

• Oracle-Guided Self Attention Alignment: We 047

fine-tune these heads via self attention alignment, 048

teaching them to mimic the Oracle’s masked at- 049

tention patterns and treat data-embedded instruc- 050

tions as non-executable noise. 051

Experiments on TopicAttack (Chen et al., 2025c) 052

show our method significantly outperforms SOTA 053

defenses (e.g., SecAlign) with negligible parameter 054

updates (∼0.2%). Crucially, when applied to na- 055

tive tool tokens, it achieves near-perfect defense 056

(11.22% ASR), validating the power of architec- 057

tural alignment. 058

2 Methodology 059

Our framework is designed to immunize agents 060

against Indirect Prompt Injection (IPI) by aligning 061

the model’s attention dynamics with its intrinsic be- 062

havior under safe conditions. Rather than imposing 063

external constraints. 064

2.1 Problem Formulation 065

Consider an agentic interaction where the input se- 066

quence X comprises a user instruction Iu, the tool 067

execution output D (encapsulated by tool separa- 068

tors Tstart, Tend), and potentially a hidden attacker 069

instruction Ia. The input is formalized as: 070

X = [Iu, Tstart, D ⊕ Ia, Tend] (1) 071

where ⊕ denotes insertion at an arbitrary position. 072

In a standard IPI attack, the model generates a 073

response Y following Ia rather than Iu. Our ob- 074

jective is to optimize the model parameters θ such 075

that the conditional probability P (Y |X) remains 076

invariant to the presence of Ia, ensuring the tool 077

output is treated strictly as passive data. 078

1



[USER] [SEP][DATA][MASKED][/SEP] […]

[USER][SEP] [DATA][ATTACK][/SEP] […]

KL Divergence Loss
(Optimization Objective)

Oracle Attention Distribution

Predicted Attention Distribution

Selected Heads

Oracle Path(Base Model)

LLM(Base Model)
Multi-Head Attention

Selected Heads to Train

Student Path(LoRA Applied)

LLM(Base Model)
Multi-Head Attention

[User Instruction]
[SEP_start]

[Data]
[Masked Token]

[SEP_end]

[User Instruction]
[SEP_start]

[Data]
[Attacker Instruction]

[SEP_end]

Just Ordinary 
User Task

[USER][SEP] [DATA][ATTACK][/SEP] […]

Predicted Attention Distribution
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Figure 1: Overview of Oracle-Guided Self-Alignment. The student model’s specific instructional heads learn
to mimic the oracle’s masked attention pattern, effectively rendering the attacker instruction embedded between
separators transparent to the decision-making process.

To validate generalization, we investigate two079

separator configurations:080

• Prompt-Based Separators: Explicit text tags081

(e.g., <data>) commonly used in standard RAG082

prompts.083

In this experiment, We use ordinary token se-084

quence <data> to verify our approach can make085

the model recognize our predefined boundary.086

But in real-world application, we should always087

use special token as the boundary, which should088

be always removed by ReAct framework089

• Native Tool Separators: Special tokens pre-090

trained into tool-calling capable models (e.g.,091

Llama-3.1-Instruct, Qwen3), which we hypothe-092

size possess stronger structural priors.093

2.2 Signal-Based Head Identification094

Existing approaches to improving instruction fol-095

lowing and robustness can be broadly categorized096

into: (1) attention steering methods that directly097

modify attention weights (e.g., PASTA, INSTA-098

BOOST), and (2) head selection and adaptation099

methods that identify and selectively optimize a100

subset of attention heads (e.g., FocalLoRA).101

Our method belongs to the second category, but102

differs fundamentally in how instructional heads103

are identified and utilized for security purposes.104

Unlike prior head identification methods (e.g.,105

FocalLoRA), which rely on adversarial or conflict-106

driven signals, our approach formulates head iden-107

tification as a signal detection problem based solely108

on instruction-following data via a two-stage pro- 109

cess: scoring and thresholding. 110

Diagnostic Scoring. We first construct a diagnos- 111

tic dataset consisting of clean instruction-data pairs 112

(Iu, D). To decouple semantic sensitivity from po- 113

sitional bias, we create inputs Xdiag = D ⊕ Iu 114

where the insertion position is randomly chosen. 115

We define a ground truth binary mask Mpos indicat- 116

ing token ownership by Iu. For each attention head 117

h, we calculate the ROC-AUC score between its 118

attention distribution and Mpos, prioritizing heads 119

that consistently distinguish instructions from data. 120

We define the Instructional Score Sh as the Lower 121

Confidence Bound (LCB) of the AUC to penalize 122

variance: 123

Sh = µ(AUCh)− λLCB · σ(AUCh) (2) 124

where λLCB controls the penalty strength. 125

Threshold Selection via Probe Data. To deter- 126

mine the optimal subset H∗, we utilize a secondary 127

probe dataset following the SEP protocol (Zverev 128

et al., 2025). Let A(r) denote the Attack Success 129

Rate (ASR) when the top r ∈ [0, 1] ratio of ranked 130

heads are masked on D ⊕ Ia section. We seek 131

to cover the majority of the model’s vulnerability 132

window with minimal intervention. We define the 133

optimal cutoff ratio r∗ as the earliest point where 134

the cumulative area under the ASR curve saturates 135

a threshold α (e.g., 0.9): 136
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Attack
Methods

Qwen2-7B-Instruct Llama3.1-8B-Instruct

None SandwichSpotlight StruQ SecAlign Ours None SandwichSpotlight StruQ SecAlign Ours

Naive 70.67 30.56 60.78 12.78 0.56 0.44 64.44 27.67 33.11 0.11 2.78 0.11
Ignore 80.11 33.11 63.67 11.22 0.22 0.11 77.56 23.67 54.00 1.11 4.22 0.11
Escape 78.89 34.11 67.44 11.11 1.33 1.00 76.67 39.11 46.89 0.22 4.11 0.44
Fakecom 96.78 52.67 97.22 78.56 0.44 36.15 85.78 30.89 88.56 46.22 1.89 0.72
Combined 92.00 52.00 96.00 82.78 0.56 0.44 84.00 42.22 88.33 56.00 1.67 0.22

TopicAttack 99.22 68.56 99.44 99.22 92.00 95.77 96.44 79.67 92.67 98.22 90.67 65.77

Table 1: The ASR results of attack methods against different defense methods on Prompt-Based Separator setup,
evaluated with Inj-SQuAD dataset. Bold indicates the lowest ASR. All the results are reported in %.

r∗ = min

{
r ∈ [0, 1]

∣∣∣∣∣
∫ r
0 A(x) dx∫ 1
0 A(x) dx

≥ α

}
(3)137

Heads within the top r∗ ratio constitute our target138

set H∗ for the model training stage.139

2.3 Oracle-Guided Self Attention Alignment140

In this step, We train the query (Q) and key (K)141

on selected heads for it’s corresponding attention142

layer in previous step for student model.143

The attention layer going to align is selected144

in step “Signal-Based Head Identification”. We145

scoring attention heads which sensitive to instruc-146

tion following sentence based on instruction tuning147

dataset148

To restore the intrinsic safety of H∗, we intro-149

duce an Oracle Consistency Loss. Our train-150

ing signal is self-referenced: the teacher and stu-151

dent share the same base model, differing only in152

whether injected instructions are visible. We de-153

fine two views: a Student View containing the full154

attack, and an Oracle View where the attack is neu-155

tralized.156

In the Oracle View, we replace the tokens of Ia157

with padding tokens (∅⃗) and apply the standard158

attention mask to these positions. This effectively159

removes the attack’s semantic signal while preserv-160

ing the sequence length and positional structure:161

Xstu = [Iu, Tstart, D ⊕ Ia, Tend]

Xora = [Iu, Tstart, D ⊕ ∅⃗, Tend]
(4)162

We freeze the model backbone and apply Low-163

Rank Adaptation (LoRA) specifically to the Query164

and Key projections of the selected heads H∗ in165

student model. We minimize the KL divergence be-166

tween the attention distributions of selected heads167

in student model, and corresponding heads teacher168

model : 169

L =
∑
h∈H∗

DKL(Ah(Xora) ∥ Ah(Xstu)) (5) 170

This forces the student’s instructional heads to 171

mimic the oracle, learning to treat the visible at- 172

tack tokens Ia as if they were invisible padding, 173

effectively rendering the injection transparent to 174

the model’s decision-making process. 175

We focus on aligning the query (Q) and key (K) 176

representations because the attention logits are de- 177

termined solely by their scaled dot-product. Specif- 178

ically, the attention weights are computed as 179

A = softmax

(
QK⊤
√
dk

)
, (6) 180

where A denotes the attention weight matrix. Since 181

prompt injection primarily manifests as abnormal 182

shifts in attention distribution, as observed in prior 183

work, directly modifying Q and K allows us to 184

reshape the attention weights and counteract such 185

shifts. 186

In contrast, the value (V) does not affect the com- 187

putation of attention weights; it only influences the 188

final weighted aggregation once the attention distri- 189

bution has been determined. Therefore, fine-tuning 190

Q and K provides the most direct and computa- 191

tionally efficient way to regulate attention behavior, 192

while leaving V unchanged helps preserve model 193

utility. 194

3 Experiments 195

3.1 Setup and Implementation 196

Training Data Construction. To ensure our 197

method learns generalized structural boundaries 198

rather than overfitting to specific content, we uti- 199

lize the whole inj-TrivalQA dataset from (Chen 200

et al., 2025d) for training. We construct training 201

samples (Iu, D, Ia) using two representative attack 202
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templates: Naive and Ignore proposed by (Perez203

and Ribeiro, 2022). Following Section 2.3, we syn-204

thesize the Student View Xstu (containing attacks)205

and Oracle View Xora (masked) to guide the self206

attention alignment.207

Evaluation Protocol. We evaluate defense perfor-208

mance on a separate held-out dataset, inj-SquadQA209

from (Chen et al., 2025d), to test generalization.210

We report Attack Success Rate (ASR) across a211

comprehensive suite of attacks: Naive, Ignore, Es-212

cape (Breitenbach et al., 2023), Fakecom (Willison,213

2023), Combined (Liu et al., 2024), and the context-214

aware TopicAttack (Chen et al., 2025c).215

3.2 Main Result: Defense Effectiveness216

We assess defense performance under two distinct217

separator configurations: standard textual separa-218

tors and native tool tokens.219

Setting 1: Prompt-Based Separator. Follow-220

ing standard protocols, we first employ explicit221

textual tags (Tstart = <Data Area>, Tend =222

</Data Area>). As shown in Table 1, our method223

achieves a new state-of-the-art. Against the224

most challenging TopicAttack, where baselines225

like StruQ fail (98.22%) and SecAlign struggles226

(90.67%), our method significantly reduces the227

ASR to 65.77% on Llama-3. Furthermore, we228

maintain near-zero ASR (<1%) on standard injec-229

tion types (Naive, Ignore, etc.), demonstrating that230

our "Oracle-Guided" alignment provides superior231

robustness compared to adversarial training meth-232

ods like SecAlign.233

Setting 2: Native Tool Separator. To validate234

our framework in modern agentic workflows, we235

extend experiments to models with native tool-236

calling capabilities. Table 2 reveals a critical in-237

sight: aligning with native tokens is far more ef-238

fective than textual tags. For Llama-3.1, apply-239

ing our method reduces the TopicAttack ASR to240

a negligible 11.22%, compared to 65.77% in the241

prompt-based setting. We attribute this to the Struc-242

tural Prior hypothesis: pre-trained models already243

possess distinct attention patterns for special con-244

trol tokens. By anchoring our Oracle mechanism245

to these native structures, we effectively "harden"246

the model’s inherent boundary between executable247

instructions and data.248

3.3 Analysis of Head Identification249

A key hypothesis of this work is that Signal-Based250

(SDT) identification locates vulnerable mecha-251

Attack
Methods

Utility ASR

None Sandwich Ours None Sandwich Ours

Naive 59.77 75.88 75.55 20.33 5.11 0.55
Ignore 26.33 68.00 74.77 41.55 10.11 0.11
Escape 54.33 75.44 75.44 22.11 4.55 0.44
Fakecom 31.27 71.94 74.99 31.27 7.83 0.66
Combined 13.88 56.88 76.44 57.44 21.44 0.33

TopicAttack 22.22 66.22 71.44 66.55 17.00 11.22

Table 2: The Utility and ASR results of attack meth-
ods against different defense methods on Native Tool
Separator setup, evaluated with Inj-SQuAD dataset on
Llama-3.1-8B-Instruct . Bold indicates the lowest ASR
or best Utility. For the given user instruction and at-
tacker instruction, if the model answers user instruction
correctly, we count it into Utility. If the model follows
attacker instruction instead, we count it in Attack Suc-
cess Rate . All results are reported in %

nisms more precisely than activation-based base- 252

lines (e.g., FocalLoRA). To evaluate the effective- 253

ness of our head identification strategy, we compare 254

against FocalLoRA, which provides a representa- 255

tive head ranking based on conflict sensitivity. This 256

comparison isolates the impact of head selection, 257

independent of downstream optimization. 258

We analyze this via Figure 2: 259

Efficiency: Steeper ASR Reduction. Figure 2 260

(Left) plots ASR reduction against the ratio of 261

masked heads. Our method (Blue) exhibits a much 262

steeper drop than FocalLoRA (Orange). This indi- 263

cates we successfully pinpoint the "true" instruc- 264

tional heads earlier, allowing us to achieve robust 265

defense by modifying fewer parameters. 266

Safety: Utility Preservation. Figure 2 (Center) 267

illustrates model utility under varying masking ra- 268

tios. FocalLoRA shows rapid utility decay, sug- 269

gesting its identified heads overlap significantly 270

with general reasoning capabilities. In contrast, our 271

curve remains nearly flat. This confirms that our 272

selection disentangles "instruction-fetching" from 273

"reasoning," ensuring that disabling these heads 274

does not degrade the agent’s intelligence. 275

4 Discussion and Conclusion 276

We introduced Oracle-Guided Self-Alignment, 277

shifting the defense paradigm from boosting in- 278

structions to restoring intrinsic attention dynamics. 279

Empirically, our method significantly outperforms 280

the SOTA baseline (SecAlign) on TopicAttack, re- 281

ducing ASR from 90.67% to 65.77% in prompt- 282

based settings. Despite being trained solely on 283
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Figure 2: Head Identification Analysis. (Left) ASR drop curve; steeper indicates higher precision in identifying
vulnerable heads. (Center) Utility retention curve; flatter indicates better safety. (Right) Utility under attack. Our
Signal-Based method (Blue) defends more efficiently while preserving significantly more utility than FocalLoRA
(Orange).

Scenario ASR AUC (↓) Utility AUC (↑)
Focal. Ours Focal. Ours

Clean - - 0.1534 0.2638
Naive 0.0399 0.0173 0.1059 0.2563
Ignore 0.0554 0.0316 0.0738 0.2322
Escape 0.0550 0.0258 0.0933 0.2478

Table 3: Area Under Curve (AUC) analysis of head iden-
tification. ASR AUC (lower is better) measures defense
efficiency; Utility AUC (higher is better) measures capa-
bility retention across masking ratios. "Focal." denotes
FocalLoRA sensitivity score.

simple templates (Naive and Ignore), our model284

demonstrates strong generalization against unseen,285

complex attacks.286

Although FocalLoRA is not designed for prompt287

injection defense, it provides a strong baseline for288

evaluating head-level selection strategies, which is289

the focus of our method.290

Crucially, applying our framework to Llama-291

3’s native tool tokens drops ASR to a negligible292

11.22%. This confirms that pre-trained models293

possess latent structural priors distinguishing data294

from instructions, yet require alignment to resist295

semantic jailbreaks. We conclude that robust agen-296

tic safety lies in identifying and reinforcing these297

architectural boundaries, rather than imposing ar-298

bitrary textual constraints.299

Limitations300

While Oracle-Guided Self-Alignment demon-301

strates robust defense, we acknowledge several lim-302

itations:303

• Dependency on Separator Integrity: Our304

method assumes that the boundaries of untrusted305

data blocks are correctly delineated. It does not 306

prevent "separator spoofing" where a user or at- 307

tacker injects the separator tokens themselves to 308

disrupt parsing. Therefore, secure deployment 309

requires a system-level input sanitizer to ensure 310

these structural tokens are immutable and cannot 311

be forged within the context. 312

• Architectural Constraints: Our Signal-Based 313

Head Identification relies on analyzing explicit 314

attention maps. Its applicability to architec- 315

tures without standard attention mechanisms 316

(e.g., SSMs like Mamba or RWKV). 317

• Modality Scope: This work addresses textual 318

Indirect Prompt Injection. As agents evolve into 319

multimodal systems, investigating whether visual 320

or audio inputs can hijack similar "instructional 321

heads" presents a critical frontier for future re- 322

search. 323

• Dual-Use Concerns: The mechanism of "teach- 324

ing a model to ignore specific text segments" 325

could theoretically be repurposed by malicious 326

actors to suppress legitimate safety guardrails or 327

system prompts. However, our method requires 328

a clean "Oracle" state as a reference. As long as 329

the alignment process is supervised by benign 330

developers using safe data, the risk of accidental 331

safety degradation is minimized. 332
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A Appendix A 422

We present our training detial here: 423

A.1 Native Tool Separator 424

For Llama-3.1-8B-Instruct and Qwen-3-8B. We 425

align the separator with their respective chat tem- 426

plates: 427

• Llama-3.1: 428

Tstart = <|start_header_id|>ipython

<|end_header_id|>

Tend = <|eot_id|>

429

In practice, we apply the chat template directly 430

with tool role without additional preprocessing 431

A.2 The hardware and hyperparameter 432

We uses a Nvidia RTX Pro 6000 for model training
with these hyperparameters

lr = 5× 10−4, β1 = 0.9, β2 = 0.999

ϵ = 1× 10−8, λLCB = 0.1
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A.3 Dataset433

We utilize whole SEP (Zverev et al., 2025) for434

head identify, utilize the whole inj-TrivalQA dataset435

from (Chen et al., 2025d) for training and whole436

inj-SQuAD for evaluation.437

7


	Introduction
	Methodology
	Problem Formulation
	Signal-Based Head Identification
	Oracle-Guided Self Attention Alignment

	Experiments
	Setup and Implementation
	Main Result: Defense Effectiveness
	Analysis of Head Identification

	Discussion and Conclusion
	Appendix A
	Native Tool Separator
	The hardware and hyperparameter
	Dataset


